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Since the beginning of Russia’s full-scale invasion of Ukraine, Beijing and Moscow have 

arguably grown closer to each other than they have been since the end of the Cold War. China 

has become Russia’s lifeline, supplying it with everything from dual-use goods to consumer 

electronics, while Russia has become a significant source of hydrocarbons and an increasingly 

important and reliable export market for Chinese industries. Both states’ leaders have 

repeatedly emphasized their “no limits” partnership.1 Xi Jinping and Vladimir Putin further 

agreed to enhance cooperation in “strategic sectors,” including cyberspace.2 Already back in 

2015, they publicly pledged to cooperate on global internet governance and to refrain from 

attacking each other in cyberspace.3 The reality of their cooperation in this domain, however, 

is more complicated than their no-limits partnership would suggest. 

The virtually limitless partnership: Reshaping internet governance together 

The strategic partnership between Beijing and Moscow in the international legal domain 

predates the war in Ukraine. Although China and Russia have somewhat differing grand 

strategic objectives regarding the global world order they envision, they have worked hand-in-

hand toward their goals in many instances. China is a revisionist power seeking to 

incrementally change global governance in its favor, while Russia is aggressively attacking the 

current system to undo the Western-led order, in the hope to emerge as the major power it seeks 

to be. Both are united in their opposition to Western-led, democratic, and human rights-centric 

multilateralism, and have mostly supported each other’s actions in the UN, especially since Xi 

Jinping came to power.4 

Beijing has consistently reaffirmed the UN’s role as the only legitimate forum for 

multilateralism, as well as the centrality of the UN Charter to international law. Therefore, 

China’s ambitions to change global governance were not about discarding the Charter or even 

changing its content, but to alter states’ interpretation of it. While Western democracies 

continue to view the UN Charter as the foundation of universal values and human rights, China 

emphasizes national sovereignty, non-interference, and true multilateralism. Beijing wants 

these principles to be recognized as absolute and unquestionable. This means that governments 

have the right to exercise absolute sovereignty over their territory, and that no other state or 

group of states may, under any circumstances, interfere with their internal affairs. This also 

entails rejecting the Security Council’s authority, under Chapter VII of the UN Charter, to 

intervene in a state’s internal affairs in the event of a threat to international peace, or indeed for 

any other reason, such as human rights violations. Beyond interference in national affairs, 

exclusive groupings such as the Security Council or other committees or working groups, 

which are not open to all countries, should be seen as illegitimate and rejected in favor of the 

UN General Assembly (UNGA), which includes all 193 member states of the UN.  

These goals have been repeatedly reaffirmed under the ‘Shared Future for Mankind’ 

framework, first presented by Xi in 2013.5 This blueprint for China’s preferred form of global 

governance contains the foundational pillars of Governance, Civilization, Security, and 

Development, which have been expanded into China’s big ‘Global Initiatives’ over the past 

years.6 And during the 2015 World Internet Conference, Xi introduced China’s vision to 
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“jointly build a community of shared future in cyberspace,” as the extension of this framework 

to cyberspace.7  

Unlike the generally accepted understanding by Western democracies of cyberspace being a 

shared common good, usually with added emphasis on human rights, China’s framework 

highlights absolute state sovereignty over national cyberspace and seeks to reject any influence 

of non-governmental bodies. As such, Beijing has over the years, among others, attempted to 

move internet governance and standards-setting from non-governmental and multi-stakeholder 

organizations, such the IETF and ICANN,8 to the UN’s state-led International 

Telecommunication Union (ITU), and push for authoritarian-leaning standards in cyberspace.9 

This also relates to China’s push for a safe, clean, and civilized internet. Crucially, the arbiter 

of what constitutes safe or civilized conduct, in Beijing’s view, is always the government of the 

national cyberspace in question.10 

Another example is China’s Global Data Security Initiative (GDSI), which centers on, again, 

absolute sovereignty of governments over all digital data within states’ territories, as opposed 

to the usual Western focus on the right to privacy.11  

Russia’s agenda within the UN appears to have been less focused on such a specific blueprint, 

but its diplomats have largely supported China’s drafts and statements aimed at approaching 

its ‘Shared Future’ framework within the UN. In addition, Moscow has consistently pushed for 

legitimizing authoritarian approaches to global governance, including in cyberspace, and 

successfully contributed to chipping away at exclusive groups’ legitimacy within the UN. One 

relevant example is the case of the cyber working groups. 

The UN Group of Governmental Experts (GGE) on security related to Information and 

Communication Technologies (ICT) was established in 2004 and was active in six iterations of 

two-year durations each.12 Just as with other thematic GGEs in the UN, it contained only a 

selected few states with specific interest or expertise in the given subject matter, and it also 

frequently consulted with non-governmental experts. The resolutions that the GGE developed 

were presented to the UNGA and were therefore considered and voted on by all UN states. 

Nonetheless, Russia and China have questioned the GGE’s legitimacy, due to its exclusive 

nature, and pushed for working groups to be open to all governments, with the emphasis being 

on governments (i.e. excluding multi-stakeholders and non-governmental entities). Among the 

ICT GGE’s successes were the 11 norms of responsible state behavior in cyberspace, as well 

as the conclusion that international law fully applies to cyberspace, both of which were 

presented in the form of resolutions that were unanimously adopted by all states of the UNGA 

in 2015 and 2021, respectively.13 

Then in 2019, based on Russia’s initiative, the ICT Open-Ended Working Group (OEWG) was 

launched. Unlike the GGE, it was open to all UN states throughout all sessions. The first 

OEWG ran concurrently with the final GGE until 2021, after which the OEWG was renewed 

for a new four-year term, while the GGE ceased to exist. Russia had successfully opened the 

discussion up to all UN states. China, Russia, and several Western states sponsored delegates 

of developing countries to join the working group sessions in New York.14 While the OEWG 

was much more inclusive than the GGE in this regard, it was government-led, with a minor 
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role for non-governmental institutions, which were given minimal speaking time, and their 

participation had to be approved by all states. Russia made repeated use of this de facto veto 

power. During OEWG sessions, the understanding of international law and best practices in 

cyberspace arguably backslid, as Russia, China, and other likeminded authoritarian states 

repeatedly questioned the legitimacy of the GGE’s past resolutions, based on its exclusionary 

nature – ignoring the fact that the GGE’s resolutions were adopted by consensus by all states, 

including those now doubting their validity. A repeated demand by Russia and China during 

the OEWG was the establishment of a new, legally binding treaty on international law in 

cyberspace.  Western countries consistently pushed back, as this would question and dilute the 

universal applicability of international law. China also kept pushing its contents contained in 

the Shared Future framework and the GDSI. Beijing and Moscow were also successful in 

reducing undesired language, such as human rights, international humanitarian law, and any 

references to universal values, which was reduced with each annual working group report. The 

OEWG concluded in 2025, with its final report establishing the permanent ‘UN Global 

Mechanism on Cybersecurity,’ which will hold its first session in March 2026. China and 

Russia succeeded, among others, in including a mandate to discuss the need for new, legally-

binding norms in cyberspace.15 

In between, Russia was also successful in its demand for negotiating a Cybercrime Convention, 

also known as the ‘Hanoi Convention,’ which was concluded in 2024.16 While this treaty 

ultimately did not achieve Moscow’s more authoritarian demands, it did succeed in questioning 

existing norms on cybercrime, including related to the Budapest Convention on Cybercrime, 

and potentially set a precedent that Russia and China now keep referring to in their ongoing 

demands to negotiate a binding treaty on international law in cyberspace. 

While the example of China-Russian cyber cooperation in the international legal domain 

showcases their alignment to shape cyberspace in the authoritarian image, their cooperation 

was far from integrated. Both sides have repeatedly introduced their own agendas and 

blueprints for future mechanisms and treaties, demonstrating that there was no clear leader in 

this alliance, nor was there comprehensive alignment. However, within the working groups, as 

is the case in the UNGA in general, the two never criticized each other publicly, and they 

usually settled on a mutual authoritarian compromise to their lines by the end of the week of 

each week-long OEWG session, which they then pushed against the Western-led bloc.  

However, while in terms of global cyber governance China and Russia may appear partners on 

somewhat equal footing, in actual cyberspace Beijing has long pulled ahead.  

The fortification and weaponization of China’s cyberspace 

The CCP’s efforts to strengthen its control over the domestic cyberspace and expand 

capabilities for global power projection went hand-in-glove. The push for global dominance in 

cyberspace started in earnest, as elsewhere, following the ascent of Xi Jinping. 

Within a year of coming to power, Xi ordered a rapid tightening of the CCP’s control over 

China’s cyberspace. In August 2013, Xi remarked that “the internet has become the main 

battlefield for the public opinion struggle.” Within the same month, the government issued 
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strict new regulations that closed off what freedoms had remained in Chinese social media. 

And in 2015, the government cracked down on the VPNs that many citizens had used to 

circumvent the so-called Great Firewall of China.17 

Since then, the CCP introduced a series of laws that cemented its grip over all aspects of 

domestic cyberspace. The 2015 National Security Law expanded the authority of the state’s 

security apparatus, and the 2017 National Intelligence Law obliged all citizens, companies, and 

organizations to fully cooperate with intelligence authorities whenever requested. China’s 

Cybersecurity Law, also passed in 2017, further stipulated that all data created in and related 

to China would have to be stored within China, and that security services must be given full 

access to data when demanded. This essentially marked the end of end-to-end encryption and 

digital anonymization in China. The state’s control over China’s cyberspace was sealed in 2021, 

when the Personal Information Protection Law and the Data Security Law were enacted. They 

codified the requirements to store all personal and “important” data locally and to play a role 

in “protecting the state.”18  And in 2023, the Counterespionage Law was updated to ban the 

export of any data related to national security.19 These legislative acts deliberately remained 

vague on what constitutes important or national security-relevant data, thereby further 

strengthening the state’s authority to arbitrarily control the nation’s cyberspace. 

At the same time, the Chinese government has pushed hard to remove the country’s dependence 

on American hardware and software suppliers and to create technology supply chains free from 

Western input. For critical sectors, including energy and finance, state-owned firms have even 

been ordered to remove foreign software, including operating systems, from their systems.20 

And while the CCP has worked hard to remove foreign dependencies, it also systematically 

utilized national legislation to weaponize software vulnerabilities. In 2021, national authorities 

responsible for China’s cyberspace, public security, and information technology published a 

national vulnerability disclosure regulation. Similar to other countries’ vulnerability disclosure 

requirements, it stipulates that vulnerabilities discovered by private firms or individuals must 

be shared with authorities – in China’s case within 48 hours. Later amendments further reduced 

the required reporting time to one hour for vulnerabilities related to critical infrastructure.21 

However, unlike global best practices, access to China’s vulnerability database is broadly 

shared with national security authorities known to engage in offensive cyber activities, 

including the Ministry of State Security (MSS) and the People’s Liberation Army (PLA). In 

addition, the MSS actively funds vulnerability research and requires its many private cyber 

security partner firms to regularly provide it with software vulnerabilities. This approach 

appears to yield thousands of vulnerabilities annually, some of which have shown to have been 

weaponized in the past. And over recent years, private cyber security firms and researchers 

have been increasingly restricted from sharing discovered vulnerabilities with partners outside 

of China.22 China has, in effect, amassed a treasure trove of software vulnerabilities, the true 

scale of which is unknown.  

At the same time, China’s capabilities for reaching into foreign networks were greatly 

enhanced. The PLA’s cyber forces were expanded and placed under direct authority of China’s 

supreme military command, under Xi’s chairmanship.23 Meanwhile, civilian offensive 
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capabilities were significantly expanded, as part of China’s Military-Civil Fusion Strategy. This 

included the MSS, once a rather obscure spy agency tasked with keeping taps on dissidents, 

which under Xi became a world-leading cyber spying powerhouse.24 It also involved a myriad 

of private firms, which have increasingly been used as proxies for both cyber25 and 

information26 operations against foreign targets. This kind of civilian diffusion broadened 

China’s offensive cyber capabilities, while also complicating Western efforts at attributing and 

countering Chinese attacks.  

Within a decade, China grew from a de facto cyber middle power to arguably the most 

sophisticated and capable cyber threat actor, who continuously exploits the complex grayzones 

of cyberspace. Through the fortification of China’s cyberspace, and the amassing of both 

capabilities and tools, Chinese cyber actors were successfully deployed in foreign systems 

around the world.  

Most notably, China weaponized vulnerabilities to conduct some of the widest-ranging 

espionage campaigns ever executed, including the single most significant case of cyber 

espionage known to date, Salt Typhoon. In this yearslong attack, hackers linked to the MSS 

stole personal data of nearly every American citizen, alongside data of government and private 

networks of over 80 other countries.27 In addition, cyber security authorities of the US and its 

Five Eyes partners have uncovered the Chinese threat actor Volt Typhoon, which had pre-

positioned itself in multiple critical infrastructure systems across the US, with the potential to 

disrupt telecommunication, transportation, energy, and water supplies.28 Many more countries 

have recently attributed serious cyber attacks against their critical national networks to China, 

including the UK, Canada, Australia, Germany, Czechia, the Netherlands, Japan, and South 

Korea, to name only a few examples from just the past year.29 

However, China’s reach into foreign networks is not limited to its ideological adversaries. Its 

no-limits partner Russia was likewise repeatedly targeted by China’s cyber spies, although 

Moscow has never publicly attributed such attacks to Beijing. 

The Limitations of No-Limits 

It is a well-known fact that since the beginning of Russia’s full-scale invasion of Ukraine, in 

February 2022, both Russian and Chinese cyber attacks against Western democracies have 

sharply increased. But so have Chinese cyber attacks against Russian government agencies and 

private companies. Much of these hostile activities appear to be aimed at stealing Russian 

technology and insights into the war in Ukraine. Known incidents of Chinese state-affiliated 

cyber operations against Russia include attempts at stealing sensitive information related to 

nuclear submarines, satellite communication, electronic warfare, aviation, and other fields 

related to the defense sector.30 

Behind closed doors, Moscow is well aware of its no-limits partner’s malign activities. A leaked 

FSB planning document from 2023-2024 has warned of the serious threat posed by China, 

which is even referred to as “the enemy.” It noted Chinese attempts at recruiting Russian spies 

and take advantage of disaffected scientists to obtain military secrets and sensitive 



                                                              

7 
 

technologies.31 The FSB has, in turn, focused on uncovering potential Chinese spies, including 

through harvesting WeChat data.32 

Notwithstanding the aforementioned public pledge by Beijing and Moscow to steer clear from 

each other’s cyberspace, China keeps attacking Russia. It is unclear whether Russia is repaying 

its strategic partner in kind, but Russian cyber operations are unlikely to pose a similar danger 

to China. Russia’s offensive operations are focused on Ukraine and its Western partners, and 

China’s national cyberspace hides behind a fortified Great Firewall, supported by formidable 

digital firepower, the rapid development of which likely surprised Moscow as much as it did 

the West. Only a decade ago, Washington’s national intelligence assessment was that Russia 

would continue to be a far more dangerous cyber threat than China.33 However, within just a 

few years, this assessment has been flipped on its head, as China has become the most advanced 

global cyber threat actor.34  

Furthermore, since 2022, Beijing’s and Moscow’s approaches to offensive Cyber operations 

have significantly diverted. China remains a risk-averse and clandestine cyber threat actor, 

covering its tracks and wanting to be seen as a responsible great cyber nation, at least by most 

states. Russia, on the other hand, has become aggressive and disruptive, prioritizing sabotage 

operations and exploiting whatever vulnerabilities it gains access to.35 Given these opposite 

approaches, it appears unlikely that China would consider cooperating closely with Russia on 

operational cyber activities. China possesses world-leading offensive cyber capabilities and has 

stockpiled a massive stash of exploitable vulnerabilities. Its cyber actors likely have breached 

many more sensitive networks around the world than is currently known. It is, therefore, 

difficult to imagine how Moscow could be trusted with such powerful cyber weapons, 

especially if it continues to struggle winning ground in Ukraine and opposing European 

sanctions. However, in case of an open conflict between China and, say, the US, Russia may 

indeed become a valuable ally that could quickly adopt Chinese cyber tools and amplify 

China’s own offensive cyber capabilities. 

For the time being, cooperation in the normative domain will likely continue, as it remains 

mutually beneficial and has already paid off in the form of ongoing authoritarian creep in the 

international arena. But closer integration in operational or technological areas is currently of 

little benefit to Beijing and may even come with significant risks to its long-term strategic 

ambitions. On top of that, behind the façade of authoritarian solidarity, both sides have ample 

reason to mistrust each other, whether in cyberspace or beyond.   

It is unclear what the Russian leadership thinks of its ambiguous relationship with China, or 

how it discreetly communicates its dissatisfaction to Beijing. However, based on the situation 

Putin finds himself in, he likely has little choice either way. Putin’s Russia still seeks to be seen 

as a major global power; it wants to dismantle the Western-led international order, which 

remains a threat to its expansionist ambitions; and it needs to secure regime survival in the face 

of Western sanctions. For all these, Russia needs China’s help. It is an unequal relationship. 

Even if China continues to attack Russia in the shadows and exploit its current vulnerabilities 

to steal what little technological advantage it still possesses, Moscow cannot fight back 

publicly. These are the limitations of Russia’s no-limits partnership with China.  
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