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The United States and the European Union (EU) have recently launched various initiatives to 

manage their competition and enhance their cooperation on trade and technology issues. The 

Transatlantic Leadership Network’s Trade and Technology Working Group addresses these topics 

in its work, including recommendations for more effective action. This policy brief discusses U.S.-

EU opportunities and challenges related to information and communications technologies (ICT) 

and cloud services. While I have benefit from discussions with Working Group members, the 

proposals presented here are my responsibility alone. All products from the TLN Working Group 

may be found at https://www.transatlantic.org/transatlantic-technology-and-trade-working-

group/.                                                                                                                                                                                                                    

 
Working Group 4 – Information and Communication Technology and Services (ICTS) Security and 

Competitiveness: The Information and Communications Technology and Services working group is 

tasked to continue to work towards ensuring security, diversity, interoperability and resilience 

across the ICT supply chain, including sensitive and critical areas such as 5G, undersea cables, 

data centers, and cloud infrastructure. The working group is tasked to explore concrete cooperation 

on development finance for secure and resilient digital connectivity in third countries. The working 

group is tasked to seek to reinforce cooperation on research and innovation for beyond 5G and 6G 

systems. The United States and the European Union, in close cooperation with relevant 

stakeholders, could develop a common vision and roadmap for preparing the next generation of 

communication technologies towards 6G. The group is also tasked to discuss data security. 

 

        - U.S.-EU Trade and Technology Council Inaugural Joint Statement, September 2021 1 

 

 

Introduction 

 

The digital transformation is becoming the single most important means by which both sides of the North 

Atlantic can reinforce their bonds and position themselves for a world of more diffuse power, intensified 

competition and disruptive challenges. Information and communications technologies (ICT) and cloud 

services will be critical to this transition. 

 

The transatlantic theatre is the fulcrum of global digital connectivity.2 The United States and Europe are 

each other’s most important commercial partners when it comes to ICT-enabled services. Transatlantic 

flows of data continue to be the fastest and largest in the world, accounting for over one-half of Europe’s 

global data flows and about half of U.S. flows. North America and Europe generate about 75% of digital 

content for internet users worldwide. The United States and Europe each hosts more data centers than Asia, 

Africa, the Middle East and Latin America combined. Transatlantic cable connections are the densest and 

highest capacity routes, with the highest traffic, in the world. Moreover, as the EU has noted, the digital 
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revolution is about more than hardware and software: “it is also about our values, our societies and our 

democracies.”  

 

Information and communications technologies are the beating heart of the wider digital economy. Deeply 

intertwined ICT and ICT-enabled trade, investment and research links make the transatlantic economy the 

geo-economic base for an emergent U.S.-European technology alliance.  

 

Transatlantic Ties in ICT-Enabled Trade 

 

The top global hubs for imports and exports of ICT-deliverable services are the United States, Germany, 

Ireland, the Netherlands, France and the UK. In 2019, ICT-enabled services accounted for 59% of all U.S. 

services exports, 50% of all services imports, and 76% of the U.S. global surplus in trade in services. 

America’s main commercial partner was Europe, to which it exported over $245 billion in ICT-enabled 

services and from which it imported an estimated $133 billion. U.S. exports of ICT-enabled services to 

Europe were about 2.7 times greater than U.S. ICT-enabled services exports to Latin America, and roughly 

double U.S. ICT-enabled services exports to the entire Asia-Pacific region. 

 

The 27 EU member states collectively exported €1.1 trillion in ICT-enabled services to countries both inside 

and outside the EU in 2019. EU27 imports of ICT-enabled services were also €1.1 trillion in 2019. 

Excluding intra-EU trade, EU member states exported €585 billion and imported €622 billion in ICT-

enabled services. ICT-enabled services represented 55% of all EU services exports to non-EU countries 

and 63% of all EU services imports from non-EU countries. The United States is the EU’s most important 

partner when it comes to ICT-enabled trade, accounting for 22% of the EU27’s ICT-enabled services 

exports to non-EU countries, and 27% of EU digitally-enabled services imports from non-EU countries in 

2019.  

 

ICT-enabled services are not just exported directly, they are embedded in manufactured goods and used to 

produce goods and services for export. Over half of the ICT-enabled services each partner imports from the 

other is used to generate products for export, thus generating an additional value-added effect on trade that 

is not easily captured in standard metrics. 

 

ICT-Enabled Services Supplied Through Foreign Affiliates  

 

Far more important than trade, however, is the delivery of digital services by U.S. and European foreign 

affiliates – another indicator reinforcing the often-overlooked fact that foreign direct investment, not trade, 

is the major driver of transatlantic commerce. U.S. services supplied by affiliates abroad were $1.704 

trillion, roughly double global U.S. services exports of $875.83 billion. Moreover, half of all services 

supplied by U.S. affiliates abroad are ICT-enabled. 52% of the $938 billion in services provided in Europe 

by U.S. affiliates in 2018 was ICT-enabled. In 2018 U.S. affiliates in Europe supplied $490.51 billion in 

ICT-enabled services, whereas European affiliates in the United States supplied $273.78 billion in ICT-

enabled services. ICT-enabled services supplied by U.S. affiliates in Europe were almost double U.S. ICT-

enabled exports to Europe, and ICT-enabled services supplied by European affiliates in the United States 

were double European ICT-enabled exports to the United States. 

 

The significant presence of leading U.S. service and technology leaders in Europe underscores Europe’s 

position as the major market for U.S. digital goods and services. In 2018, Europe accounted for 69% of the 

$289.6 billion in total global information services supplied abroad by U.S. multinational corporations 

through their majority-owned foreign affiliates. U.S. overseas direct investment in the “information” 

industry in the UK alone, for instance, was more than double such investment in the entire Western 

Hemisphere outside the United States, and 33 times such investment in China. Equivalent U.S. investment 

in Germany was four times more than in China. 



 

 

 

 

The U.S., Europe and the Cloud  

 

Cloud technologies are a driver of the digital economy. The Covid-19 pandemic has accelerated use of the 

cloud as industries adapt to support a more digital workforce and to cater to digitally-focused customer 

needs. Accenture reports that as of 2020, 36% of European workloads, and 31% of U.S. workloads, were 

on the cloud (China: 37%).3 While cloud computing is still only estimated to account for 5-10% of the 

global IT market, adoption of cloud services is likely to accelerate as companies understand that the cloud 

is more than a cost-efficient alternative to data centers – it is a key enabler of advanced digital technologies.  

 

Three developments in the deeply intertwined transatlantic cloud market bear watching. First is the shift in 

providers of cloud-like services from European and U.S. telecoms companies to “hyperscalers,” mainly 

from the United States. While European providers have more than doubled their cloud revenues since 2017, 

their market share in Europe has declined from 27% to under 16%, whereas Amazon Web Services (AWS), 

Microsoft Azure and Google Cloud now account for 69%.4 This has generated concerns within Europe 

about U.S. dominance, which could inhibit some possible avenues for deeper transatlantic cooperation.  

 

Two other trends have the potential to mitigate such concerns, depending on how they unfold: migration to 

the “edge;” and the evolution of “cloud-as-a-service” to “cloud-as-a-product.”   

 

Today, most cloud computing still happens in centralized rather than decentralized data centers. By 2025, 

this trend will reverse: 80% of all data is expected to be processed in smart devices closer to the user, known 

as edge computing. This could open opportunities for European providers able to offer multi-cloud options 

that ensure local control over data with the amplified possibilities that come from hyperscaled connections. 

Cloud/edge computing is likely to be critical to the EU’s ability to realize its European Green Deal, 

particularly in areas such as farming, mobility, buildings and manufacturing.5 

 

These opportunities are likely to be influenced by the evolution of the cloud from being a platform on which 

a business runs, to becoming the product itself. Rather than considering hyperscalers as direct competitors, 

some European telecoms operators and companies in a range of other businesses now see their biggest 

opportunities in the cloud building on top of the basic infrastructure already rolled out by U.S. companies. 

For instance, Siemens is building an ambitious “industrial cloud platform” on top of the basic cloud 

infrastructure provided by Amazon, to enable it to become a key player in digital industrial manufacturing 

services. Thales, a French defense company, is forming a joint company with Google to provide a sovereign 

hyperscale cloud service in France.  Vodaphone has also formed a partnership with Google, and AWS will 

soon start selling private 5G networks direct to businesses.6 

 

The U.S. Domestic Setting 

 

The United States, under different administrations, has expressed a commitment to promoting an open, 

interoperable, reliable and secure Internet; protecting human rights online and offline; and supporting a 

vibrant, global digital economy. Achievement has not always matched aspiration, however, as national 

security concerns have influenced U.S. approaches to digital technologies, and as speed-of-light innovations 

have outpaced speed-of-law legislation in a politically polarized society. 

 

Despite their many differences, partisans of left and right remain concerned about the terrorist threat to the 

United States, and are united in their alarm that authoritarian countries, particularly China, seek to leverage 

digital technologies and other instruments to gain unfair commercial advantages and to threaten the security 

of the United States and its allies. The United States has taken various ICT-relevant actions to counter such 



 

efforts. Notable examples include Section 702 of the Foreign Intelligence Surveillance Act, Executive 

Order 12333, Presidential Policy Directive 28, and the U.S. Cloud Act, which guide and enable intelligence 

agencies to collect and use the personal data of individuals and conduct digital surveillance activities both 

inside and outside the United States. 7  

 

In 2019 President Trump issued an executive order declaring the threat posed to the U.S. information and 

communications technology and services (ICTS) supply chain to be a “national emergency,” and 

prohibiting U.S. companies from using foreign telecommunications equipment deemed to be a national 

security risk. Three other orders followed. The Trump administration prohibited transactions with various 

Chinese ICT firms, notably Huawei, and placed China’s Semiconductor Manufacturing International 

Corporation (SMIC), China’s most advanced maker of computer chips, on the Entity List, shutting off its 

access to U.S.-made tools, semiconductor designs, and software. It also pressured non-U.S. companies such 

as Dutch ASML and Japanese Electron to stop sales to SMIC.8 On June 9, 2021 President Biden, while 

recognizing “the ongoing national emergency,” revoked and replaced the Trump-era orders with his own 

executive order directing the use of an evidence- and criteria-based decision framework to address the risks 

posed by ICTS transactions involving software applications related to foreign adversaries.9  

 

The Committee on Foreign Investment in the United States (CFIUS) is an interagency committee tasked 

with reviewing foreign inbound investments for national security risks. In 2018, Congress expanded 

CFIUS’s authority via the Foreign Investment Risk Review Modernization Act (FIRRMA) so it had the 

capacity to focus on Chinese companies’ access to U.S. critical technologies and Americans’ personal data. 

The Biden administration and the Congress have largely continued the Trump administration’s efforts. The 

2021 U.S. Innovation and Competition Act of 2021 (USICA), for instance, broadens CFIUS’s jurisdiction 

to certain gifts to, and contracts with, universities. 10 

 

FIRRMA also authorizes the Treasury Department to exempt specific “foreign states” from CFIUS’s 

expanded jurisdiction. Currently, Australia, Canada and the UK have received these exemptions, largely 

because of their intelligence-sharing and defense base industrial integration with the United States.11 

Neither the EU nor individual EU member states are exempt. The Biden administration is considering ways 

to share information on potentially troubling investments with key allies, including through the U.S.-EU 

Trade and Technology Council (TTC) and the Indo-Pacific Quad (Australia, Japan, India and the U.S.). 

 

Another interagency committee focused on Chinese ICT practices is Team Telecom, created in 1997 and 

formalized in a 2020 executive order by President Trump. Team Telecom’s recommendations have been 

instrumental in the revocation of a number of existing authorizations and denial of new authorization 

applications by Chinese entities.12 

 

Having largely missed out on 5G development, U.S. companies only account for minor shares of the 5G 

market. The exception is Apple, which accounts for almost 30% of the global 5G smartphone market. 

Having largely shut out Chinese providers, the U.S. faces 5G reliance on Sweden’s Ericsson and Finland’s 

Nokia, which together account for 30% of the global 5G market. Ericsson’s $8.3 billion partnership with 

Verizon Communications is a leading example of transatlantic interlinkages in the 5G sector. Samsung’s 

$6.65 billion contract with Verizon for network equipment and services that covers 5G and 4G 

infrastructure is another potential game-changer due to interconnections with the United States.13 

 

Faced with foreign dominance of its 5G market, the U.S. has emphasized the need for 5G vendor diversity 

and is fostering a 5G alternative by promoting Open RAN, a new technology based on open standards that 

promises lower-cost equipment, more flexibility, and greater opportunities for more vendors. Despite their 

promise, though, such vendors still control just a fraction of the market share for 5G equipment.14 The 

Department of Defense’s 5G-to-xG program is investing $600 million into 5G networks at select U.S. 

military installations.15 



 

 

The experience with 5G and heightened concerns about China’s technological advances have generated 

broader bipartisan U.S. political support for more directive government policies to shape technological 

developments, and telecoms in particular. 

 

The European Setting 

 

Europe’s fragmented governance structure has hampered its ability to capitalize fully on its inherent 

technological strengths. Many issues related to ICT/cloud innovation, security and resilience are in the 

hands of EU member states rather than the European Commission. Moreover, the UK has left the EU, 

aligning more closely with the United States and embarking on a different approach to these issues than 

most EU countries. For instance, in 2019 the U.S. and the UK entered into the world’s first-ever Cloud Act 

Agreement, which allows law enforcement agencies of both countries to demand, with proper authorization, 

electronic data regarding serious crime directly from tech companies based in the other country. The two 

countries have also signed a robust bilateral science and technology partnership on 6G.16 

 

The key transatlantic challenge continues to be differences over privacy regulations related to personal data. 

On July 16, 2020, the Court of Justice of the European Union (CJEU) invalidated the U.S.-EU Privacy 

Shield framework that regulated some transatlantic flows of personal data for commercial purposes. It 

determined that FISA Section 702 and E.O. 12333 do not meet the standards of necessity and 

proportionality under the EU’s General Data Protection Regulation (GDPR), and do not provide EU citizens 

with effective judicial redress. The judgment (dubbed Schrems II) threatens to chill the $6.3 trillion 

transatlantic economy. Since then, companies have turned to another tool – standard contractual clauses – 

to transfer personal data. This practice has not yet been put to the test, but in its judgment the Court ruled 

that such mechanisms can work only for transfers to jurisdictions whose privacy protections are EU-

equivalent. The United States plausibly fails this test. The European Commission and the U.S. Department 

of Commerce are in the midst of renegotiating the Privacy Shield. Failure to reach an understanding on 

these matters threatens to chill the $6.3 trillion transatlantic economy.17 

 

After initial transatlantic turmoil generated by U.S. efforts to oust Chinese 5G telecoms from critical 

networks, not only at home but in Europe and elsewhere, many – but not all – European allies have also 

acted to marginalize those companies’ presence in their networks.18 Greater transatlantic alignment on this 

challenge is still required.  

 

Beyond these issues, the European Commission is seeking to boost the EU’s technological capacities, and 

to tame the power of dominant non-EU companies, through various mechanisms. Europe’s Recovery & 

Resilience Facility (RRF) identifies 5G as a flagship area for a significant share of its targeted €150 billion 

digital budget to finance 5G network infrastructures, and Europe’s Digital Compass target aims to deliver 

5G for all by 2030.19 

 

The EU's cybersecurity agency ENISA seeks to finalize in 2022 a new cloud cybersecurity certification that 

would impose tougher cybersecurity rules on non-EU cloud providers. Authorities in France and some other 

EU member states want to go further by preventing non-EU cloud providers from providing EU data to 

U.S. authorities if asked or, failing that, excluding non-EU cloud providers entirely from critical sectors 

such as health case and financial services.20 

 

The European Commission is deploying what EU Internal Market Commissioner Thierry Breton calls a 

“regulatory arsenal” of initiatives, such as the Data Governance Act, the Artificial Intelligence Act, the 

Digital Services Act (DSA) and the Digital Markets Act (DMA).21 The Commission is also slated to unveil 

a standardization strategy in coming months. “Who makes the standard holds the market,” says Breton. He 

has singled out 5G, batteries, hydrogen, and quantum computing as sectors where the EU wants to become 



 

a “standard maker.”22 The Commission is also behind an edge and cloud industrial alliance, where 

membership and access is limited to those who can prove that they abide by EU laws and are not subject to 

laws of any third country. 23 

  

In contrast, other European initiatives launched initially to dilute the influence of non-EU ICT/cloud 

providers have now been opened to non-EU companies. GAIA-X, a Franco-German initiative launched in 

June 2020 to enhance the EU’s “digital sovereignty,” has now accepted as members U.S. global cloud 

players such as Amazon, Google, IBM, Microsoft and Salesforce, and Chinese providers Huawei and 

Alibaba.24 Germany’s “sovereign cloud” will be run by Deutsche Telekom together with Google, which 

will offer its services but with local controls over the data.25  France’s cloud de confiance, or “trusted cloud,” 

similarly combines commitment to data protections under French law with an openness to participation by 

foreign companies, and to French companies using licensed foreign technologies. France’s “Bleu” 

partnership between Capgemini and Orange, for instance, offers Microsoft services through a new, local 

entity that offers clients "immunity" from U.S. extraterritorial law.26  

 

On Open RAN, European views have yet to coalesce. Europe is home to 13 of the 70 major global players 

in this field. Five of these major telcos have urged Europe to identify Open RAN as a strategic priority. 

They urge European leadership in standardization, and want the European Commission to create a European 

Alliance on Next Generation Communication infrastructures. They have called on the Commission and EU 

member states to offer public funding and tax incentives to operators, vendors and start-ups to support the 

development of European solutions along the entire Open RAN value chain. Failure to do so, they warn, 

risks Europe falling behind North America and Asia in the development and deployment of next generation 

networks.27 However, other major European telcos, and some EU governments, are not yet convinced of 

Open RAN’s full potential, and wary of the additional costs a major investment may require.28 German 

authorities have expressed caution that “security/privacy by design/default“ has not been baked into Open 

RAN systems.29 Those standing to lose most from competitive Open RAN systems – including Ericsson 

and Nokia -- are also unenthusiastic. 30   

 

6G development is another matter. Led by Finland (Nokia) and Sweden (Ericsson), Europe is pushing 

forward with 6G R&D. In addition to a number of initiatives supported by the EU’s Horizon Europe 

program, a consortium of 25 European players (including Intel Deutschland) launched the Hexa-X 

consortium in January 2021 to lay the groundwork for a long-term European investment in next-generation 

wireless network technologies. Nokia has the overall lead and Ericsson the technical lead for the 

consortium. This was followed by the EU’s release of its vision for the 6G network ecosystem in June 2021. 

The United States has yet to set forth a 6G strategy.31 

 

Key Elements of a Transatlantic Technology Alliance in ICT and Cloud  

 

U.S. and European goals in the ICT/cloud sectors align in various areas. However, instead of building on 

dense transatlantic digital interconnections and the shared principles that underpin them, in recent years the 

two parties have allowed a series of digital disconnects to roil U.S.-European relations. 

 

An analysis of the full technology stack unveils important opportunities for a more robust transatlantic 

technological alliance. Those opportunities could begin if the two parties could exploit their common ICT 

strengths and their relative complementarities. Whereas Europe is relatively underdeveloped compared to 

the United States in higher technology layers such as AI and platforms, the United States is relatively 

underdeveloped compared to Europe in key parts of lower technology layers such as 5G. An overall bargain 

could conceivably be achieved by joint efforts to enhance Open RAN, align on privacy standards, and guard 

against security threats and market abuses, coupled with U.S. willingness to grant European companies 

greater access to its domestic 5G market and European willingness to cooperate more closely on platforms 

and AI. Since the potential gains and pains from such an overall arrangement would affect particular 



 

industry sectors and individual countries differently, opposition to such an overall arrangement could be 

significant. Yet the pieces are there.  

 

Each side of the Atlantic has adopted defensive or punitive measures when it comes to burgeoning 

commercial and geopolitical competition in the ICT field. Such efforts are likely to be more effective if 

they were accompanied by an affirmative transatlantic agenda, which could be pursued through and beyond 

the TTC working group on ICTS security and competitiveness, and might include the following steps:  

 

Conclude a Privacy Shield successor deal. The Schrems II judgment hangs over the entire landscape. 

Current negotiations on a successor to Privacy Shield may offer a temporary work-around, but since the 

Court’s decision in rooted not in policy but in law, ultimately the only sustainable resolution will be 

revamped privacy legislation in the United States, and that could take some time. 

 

Affirm common principles and industry codes of conduct. On multiple occasions in the past the two 

parties have agreed on a set of shared principles to guide their activities in this space. It would be useful for 

both to once again affirm their joint commitment to such principles as a basis for their common work. Such 

principles include: transparency in legislation and regulation; the independence of regulatory authorities; 

open networks for consumers to access and distribute information, applications and services of their choice; 

the importance of a strong and competitive shared environment for ICT development and use; strong yet 

flexible intellectual property (IP) laws; interoperable data protection regimes that enable innovation while 

also protecting privacy; agreement that governments should allow foreign participation in their ICT 

services; affirmative policies in support of digital trade; science and technology cooperation related to 

digital innovation and research; and robust international cooperation to manage policy differences.32 In 

addition, the two parties should foster industry Codes of Conduct for data protection in the cloud, building 

on efforts currently under way on each side of the Atlantic. If the two sides of the Atlantic prove able to 

harness their joint potential based on these principles, they could form the core of a wider technology 

alliance of like-minded democracies that can prove more vibrant than autocratic alternatives.33 

 

Coordinate with industry on standard-setting. Industry primarily sets ICT standards across a number of 

bodies, with 5G technology standards primarily set in the 3rd Generation Partnership Project (3GPP) and 

open RAN standards set in the O-RAN Alliance. Beijing often directs its companies to vote for new 

standards as a bloc, privileging Chinese-drafted standards that are often not the best technological standard. 

The United States, EU member states and other like-minded countries should coordinate and encourage 

their respective companies to vote together in bodies like 3GPP and the O-RAN Alliance for the best 

standard, regardless of country of origin. The U.S. Commerce Department should create a carveout in its 

current directives to allow companies to fully engage in standard-setting bodies alongside all Chinese 

counterparts. Failure to do so abandons the field to China, as key companies such as Nokia do engage with 

Chinese counterparts, and the U.S. has no interest in sanctioning European companies while Chinese 

companies continue their work in such bodies.34 

 

Reclaim influence in international standard-setting bodies. China has assumed control of key positions 

in relevant international organizations and agencies—such as the Internet Corporation for Assigned Names 

and Numbers and the International Telecommunication Union—which has further allowed the Chinese 

government to entrench its regulatory standards and surveillance practices across the world. The United 

States and the EU have been slow to respond to these developments. Reclaiming influence over 

international standard setting is critical to preserving strong democratic governance of emerging 

technologies.35 

 

Avoid a subsidy race. As the significance of the technological revolution becomes clearer, both parties are 

turning to industrial policies, including subsidies and directive research funding, to shape the U.S. and EU 

technology sectors, and telecoms in particular. To avoid a subsidy race and additional transatlantic tensions, 



 

and in line with agreed principles, each party should open access to such public support to U.S. companies 

in the EU and EU companies in the United States. 
 

Enhance cooperation on export controls. While outside the scope of this paper, the two parties have 

identified this as a priority, and work is progressing under one of the TTC working groups.  

 

Address intellectual property (IP) concerns. IP rights foster much of the R&D that drives the digital 

economy. The US and EU, together with Canada, the UK and Switzerland, should strive to agree to protect 

the free movement of knowledge, such as by allowing companies participating in pre-competitive research 

to freely transfer ownership and access rights for IP to affiliates across and across their common space, and 

to agree on common protections for trade secrets on both sides of the Atlantic.36 

 

Boost innovation. While more R&D expenditures are emanating from Asia in general, and China in 

particular, the United States and Europe remain primary drivers of global R&D, and bilateral U.S.-EU flows 

in R&D are the most intense between any two international partners.37 In 2018, U.S. affiliates spent $33 

billion on research and development in Europe. Europe accounted for roughly 56% of total U.S. R&D 

conducted abroad by U.S. affiliates. In the United States, R&D expenditures by majority-owned foreign 

affiliates totaled $66.9 billion in 2018. European firms accounted for two-thirds of the total ($45.1 billion). 

The digital economy has become a powerful engine of greater transatlantic R&D. Alliances, cross-licensing 

of intellectual property, mergers and acquisitions, and cooperation through “open” innovation networks 

have become more prevalent. The complexity of scientific and technological innovation is leading 

innovators to partner and share costs, find complementary expertise, and gain access to different 

technologies and knowledge more quickly. Supportive public policies, such as issuing joint calls for 

proposals for research and establishing cross-border research alliances, can help further deepen ties across 

the U.S. and European science and technology communities and advance transatlantic leadership in ICT 

and related activities.38 

 

Foster multi-cloud/federated cloud strategies. Rules governing cloud services are likely to continue to 

differ among jurisdictions across the North Atlantic space. Instead of seeking to harmonize those differing 

regimes, industry and governments should facilitate the ability of firms and public sector institutions to 

operate in multi-cloud/federated cloud domains so that entities can deploy the right data/workload into the 

most appropriate cloud for their specific purposes, while being able to operate across differing clouds and 

cloud services jurisdictions.39  

 

Work together on Open RAN. The Open RAN global suppliers’ market is estimated to be worth €36.1 

billion by 2026. According to Deloitte, Open RAN could reduce capital expenditures on RAN by 40-50%, 

and operating expenses by 30-40%, in addition to disrupting the telecoms oligopoly.40 By disaggregating 

radio access networks into smaller components and thus enabling multiple companies to supply different 

parts of a modular 5G network, Open RAN holds promise to break the oligopolistic hold over the market 

currently enjoyed by a handful of end-to-end providers, potentially enhancing vendor diversity and 

lowering costs. On the other hand, 5G raises new security issues and vulnerabilities through the RAN that 

were not deemed critical under previous generations of mobile networks. Cooperative efforts going forward 

must integrate “security/privacy by design/default” and “zero trust” access models. Such efforts should also 

incorporate work done by the G7, under UK leadership, to stimulate greater competition.41   

 

Encourage edge computing. Cloud computing means that network functions do not need to be housed in 

centralized data centers, but can be decentralized and dispersed to the “edge,” giving customers faster 

response times, cheaper service tied to actual usage rather than fixed costs, and more local control over 

their data. Like Open RAN, edge computing holds the promise of supporting a wider range of suppliers 

beyond the current oligopoly of providers.42 

 



 

Bolster ICTS Security. Fending off cyberattacks has become a grueling daily reality for most companies 

and countries.43 Cyberattacks have spiked during the COVID-19 crisis as new communication paths and 

work environments have created new security risks. The TTC should act as enabler and supporter for 

increased EU-U.S. cooperation on cybersecurity certification. Private sector leaders have underscored the 

importance of joint efforts, given dense transatlantic interconnections.44 Rules forcing businesses to 

fragment their technology operations along national borders result in less consistency and more complexity 

and negatively impact security and resilience.  

• Cybersecurity and finance. Greater collaboration between the parties, specifically on systemic risks to 

the financial system, would encourage mutual understanding and risk identification.  

• Global risk identification. Identify common approaches to detecting, mitigating and managing cyber 

risk at the transatlantic and global levels. Consensus-based, international standards and industry-led 

best practices should be drawn upon, including on cybersecurity, cyberespionage and supply chain 

security. 

• Public-private partnerships. Public-private partnerships should be leveraged to develop 

complementary and coordinated policies and to ensure that networks and systems are resilient against 

evolving cyberattacks. 

• Strengthen dialogue on intelligence sharing in the area of cyber incidents (both pre and post cyber 

incidents). 

• Promote dialogue on strengthening resilience and strengthening cryptographic methods, for instance 

by addressing “encryption backdoors,” which weaken the protective effect of cryptography. Systems 

must integrate “security/privacy by design/default” and “zero trust” access models. 

 

Move ahead on ITA-3. The Information Technology Agreement is a plurilateral agreement to eliminate 

tariffs on a wide range of ICT products. ITA participants include 82 WTO members representing 97% of 

world trade in ICT products. In 2015, 53 countries, including the United States and EU member states, 

committed to eliminate over 200 additional tariffs, valued at $1.3 billion in annual global trade, on further 

ICT products. Given the tremendous pace of technological innovation, however, even this recent round of 

ITA expansion (ITA-2) now fails to cover a host of new products. An ITA-3 agreement could cover an 

additional 250 ICT products or components, including next-generation semiconductor technologies and 

manufacturing. The ITA has greatly accelerated global demand for ICT products. Expanding the ITA’s 

geographic and product coverage would further enhance the competitiveness of U.S. and European 

companies and those from other partner countries.45 

 

Focus on 6G: The U.S. and EU, in close cooperation with relevant stakeholders, could set a goal to be first 

movers in 6G communication technologies, which are slated to be commercialized by 2030 and likely to 

replace 5G within 15 years. 6G networks are projected to be up to 100 times faster than the peak speed of 

5G, with further reduced latency, embedded AI-enabled capabilities, higher energy efficiency, and the 

seamless convergence of sensing, computing, and communications. China invested $180 billion over five 

years to cement its leadership in 5G, and investment at a similar scale is needed to lead the race to 6G.  46  

 

6G comprises dual-use technologies of military significance; China is likely to incorporate them into its 

military-civil fusion strategy, as it has with 5G. Transatlantic allies thus have both commercial and defense-

related interests to cooperate more closely on 6G. Moreover, unlike 4G and 5G developments, which 

unfolded as part of a single global standard, 6G development is likely to unfold within a context of 

fragmented standards and markets – rendering transatlantic consultations and cooperation even more 

essential.47  The transatlantic partners are likely to be more secure, and more commercially competitive, if 

they align more closely on 6G and other technological innovations, thus strengthening democratically-based 

standards, rather than allow competitive impulses result in an even further splintering of standards and 

markets, not only between them and China, but also between each other.   



 

• Drive 6G eco-system development, including via funding for 6G university research centers, 6G 

testbeds, and incentives to support private sector investment in 6G. The National Science Foundation’s 

RINGS program, the EU’s Horizon Europe program, the Hexa-X research project, and equivalent EU 

member state institutions and programs could identify opportunities for collaborative transatlantic 

projects to further 6G technologies, identify security risks and promote resilience.  

• Create a Democratic 6G Network, open to other techno-democracies, to address key issues including 

technology development, security, standard setting, and spectrum. A U.S.-EU-UK 6G Spectrum 

Working Group could identify spectrum needs for 6G rollouts and offer recommendations for spectrum 

access and management, including opening of additional experimental spectrum licenses. 

• Promote transatlantic industry collaboration. The ATIS Next-G-Alliance (NGA) in the U.S. and the 

5G Infrastructure Association (5G IA) in Europe both aim to shape research and technology 

collaborations towards 6G. Each organization is structured around work groups on similar topics, and 

there is overlap in membership, reflecting the deep integration of the transatlantic innovation space. 

There is clear opportunity for cooperation between the two organizations at the technical level. 

 

Use NATO’s Defense Innovation Accelerator for the North Atlantic (DIANA) and its two Innovation 

Hubs in Europe and the U.S., and grow the Alliance’s €1 billion Innovation Fund to support the 

development of a protected transatlantic innovation community, including via cooperation on 6G 

technologies, testbeds and accelerators, and assessments of vulnerabilities and threats to 6G networks.48 

• Identify and resource the priority technologies affecting NATO’s core tasks as part of Alliance’s 

Strategic Concept review. 

• Anchor technological issues more robustly within the Alliance. Allied Command Transformation 

(ACT) and a number of NATO-related Centers of Excellence must become tech thought leaders. 

Technology acquisition forecasting should be incorporated into the NATO Defense Planning Process 

(NDPP) and ministerial agendas. Technology literacy must be encouraged across the Alliance. Conduct 

an annual assessment, perhaps via NDPP, of national progress in adopting new technologies. 

• Identify and integrate emerging and disruptive technology applications into NATO training, 

exercises, experimentation, plans and operations. Approve relevant NATO standards and system 

interoperability requirements for such technologies. 

• Establish vibrant connections with industry partners and with the EU institutions, such as the 

European Defense Agency (EDA), DG Innovation & Research, and CERT-EU. 
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